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Abstract—Traditional Know Your Customer (KYC) processes
are often slow, redundant, and vulnerable to privacy breaches
due to their reliance on centralized data repositories. This paper
presents Null Card, a blockchain-powered, single-card KYC
platform leveraging Web3 technologies to realize the vision of
“Verify Once, Trusted Forever.” Null Card consolidates verified
user credentials into a persistent, reusable digital identity secured
by blockchain immutability and zero-knowledge cryptographic
proofs. The platform streamlines onboarding procedures for
financial institutions, governmental bodies, and digital service
providers by eliminating repetitive document submissions and
enabling privacy-preserving identity validation. Its modular ar-
chitecture comprises containerized microservices, smart contract-
based document validation, decentralized storage via IPFS, and
user-friendly interfaces built with Next.js. Institutional APIs
enable seamless and secure credential verification through en-
crypted, token-based access. A structured project management
plan using Agile with Scrum ensures iterative development,
continuous testing, and stakeholder feedback. Risk mitigation
strategies address smart contract vulnerabilities, privacy com-
pliance (e.g., DPDP Act 2023), and blockchain integration com-
plexities. Implementation utilizes Hardhat, Solidity, Express.js,
and Tesseract OCR, with mock APIs simulating real-world
identity verification. Testing confirms system reliability, transac-
tion immutability, and user-centric design. Future enhancements
include biometric authentication, cross-chain interoperability, AI-
driven fraud detection, and real-time integration with regulatory
APIs. Null Card sets a new benchmark in decentralized iden-
tity management by balancing transparency, security, and user
control—redefining KYC in the Web3 era.

Index Terms—Blockchain, KYC, Digital Identity, Web3, Smart
Contracts, Privacy, Zero-Knowledge Proofs, Decentralized Appli-
cations

I. INTRODUCTION

The rapid digitalization of financial services, e-governance
platforms, and decentralized applications (dApps) has made
secure, efficient, and privacy-centric identity verification a

cornerstone of modern digital infrastructure. Know Your Cus-
tomer (KYC) processes, mandated by regulatory frameworks
to curb financial fraud and ensure compliance with anti-money
laundering (AML) policies, remain essential for onboarding
users across industries. However, traditional KYC mechanisms
are riddled with inefficiencies, such as repeated document sub-
missions, fragmented storage systems, lack of standardization,
and increased susceptibility to breaches due to centralized
architectures.

These centralized systems store sensitive user information
in silos, making them attractive targets for cyberattacks and
unauthorized access. Furthermore, institutional redundancy in
verification workflows results in high operational costs and
poor user experience. Users are often required to submit the
same set of identity proofs (e.g., Aadhaar, PAN, voter ID)
across different platforms, increasing friction and decreasing
trust.

Blockchain technology presents a viable alternative by
enabling tamper-proof, transparent, and decentralized data
handling. With its inherent immutability and consensus mecha-
nisms, blockchain offers a trustless environment for managing
identity credentials. When combined with smart contracts
and zero-knowledge proofs (ZKPs), it becomes possible to
automate document verification while preserving privacy and
data minimization.

This paper introduces Null Card, a blockchain-powered,
single-card KYC platform designed to enable “Verify Once,
Trusted Forever.” Null Card transforms traditional KYC work-
flows by issuing users a persistent, cryptographically verifiable
digital identity. This identity can be reused securely across
multiple institutions without re-submitting original documents,
thereby reducing operational overhead and enhancing user
autonomy. The system integrates a modular, containerized
architecture comprising blockchain-based smart contracts, a



RESTful backend, a responsive web frontend, and optional
decentralized storage using IPFS. The platform is designed to
comply with contemporary data protection regulations such as
the Indian DPDP Act 2023 and GDPR principles, ensuring
user privacy without compromising verification authenticity.

Through agile development methodologies, privacy-
preserving cryptography, and a scalable Web3 stack, Null
Card establishes a future-ready KYC ecosystem that enhances
trust, streamlines onboarding, and redefines digital identity
management in the decentralized era.

II. PROBLEM STATEMENT

The existing Know Your Customer (KYC) frameworks
are outdated and inefficient, creating significant bottlenecks
for both users and service providers. These frameworks are
inherently fragmented and suffer from multiple technical and
operational shortcomings that hinder secure and streamlined
user onboarding across platforms:

• Redundancy: Users are repeatedly required to submit
the same documents (e.g., Aadhaar, PAN, voter ID) to
multiple institutions. This results in a frustrating user
experience and slows down the onboarding pipeline for
financial and digital services.

• Centralized Vulnerabilities: Current KYC architectures
rely heavily on centralized databases, which serve as
single points of failure. These repositories are highly
attractive targets for cyberattacks and data breaches, as
evidenced by numerous real-world incidents involving
sensitive user data leaks.

• Lack of Interoperability: Institutions operate in isolated
silos, using disparate verification systems and standards.
This fragmentation makes it difficult to securely share
verified credentials or enable cross-platform verification,
often forcing users to restart the KYC process from
scratch.

• High Operational Costs: Manual document verification,
coupled with repetitive administrative overhead, leads to
significant resource consumption. Financial institutions
must invest heavily in compliance teams, storage infras-
tructure, and audit trails to meet regulatory demands.

• User Privacy Risks: Centralized storage of sensitive
identity data increases the risk of unauthorized access,
misuse, or surveillance. Moreover, users have limited
visibility or control over how their personal information
is stored or shared.

In addition to these challenges, regulatory pressures are
mounting to improve data protection and privacy compliance,
particularly under frameworks such as the European GDPR
and India’s Digital Personal Data Protection (DPDP) Act 2023.
These frameworks emphasize the principles of data minimiza-
tion, purpose limitation, and user consent, all of which are
difficult to guarantee using conventional KYC systems.

Null Card addresses these systemic issues through a decen-
tralized architecture that eliminates the need for repeated doc-

ument submission and centralized data custody. The proposed
platform allows users to maintain control over their identity
data while enabling authorized institutions to access crypto-
graphically verified credential proofs using smart contracts
and blockchain-based immutability. By embedding privacy-
by-design principles and leveraging zero-knowledge proofs,
the system enforces selective disclosure, thereby aligning with
evolving privacy regulations and setting a foundation for
scalable, secure, and user-centric digital identity management.

III. OBJECTIVES AND SCOPE

The primary goal of the Null Card platform is to address
the limitations of traditional KYC systems by developing
a decentralized, privacy-preserving, and user-centric digital
identity verification solution. This project aims to reimag-
ine KYC workflows by leveraging blockchain’s immutability,
smart contracts, and advanced cryptographic techniques within
a modular and scalable Web3 architecture.

The specific objectives of this project are as follows:

1) Develop a decentralized KYC platform using
blockchain technology: Establish a tamper-proof dis-
tributed ledger for recording KYC verification events,
ensuring data integrity, transparency, and resilience to
centralized failures.

2) Implement smart contracts for automated document
validation: Design and deploy Solidity-based smart con-
tracts to encode verification logic and enforce business
rules for document approval (e.g., Aadhaar, PAN) with
minimal human intervention.

3) Provide users with a persistent digital identity: As-
sign each user a unique, reusable, and cryptographically
verifiable digital ID linked to their validated documents,
facilitating seamless cross-platform interoperability with-
out repeated document submission.

4) Ensure privacy and data minimization through cryp-
tographic methods: Integrate zero-knowledge proof
(ZKP) techniques and encryption protocols to enable
selective disclosure, ensuring sensitive personal data is
not stored or exposed unnecessarily.

5) Design a user-friendly interface for secure identity
management: Develop a web-based dashboard using
Next.js that allows users to upload documents, monitor
verification status, manage private keys, and share digital
identities with external platforms.

6) Enable scalable and modular deployment: Use con-
tainerization (Docker) and orchestration (Kubernetes) to
build an architecture that supports incremental feature ad-
dition, parallel service scaling, and maintainability across
varied deployment environments.

Current Scope

The present scope of the project encompasses the develop-
ment of a functional prototype that simulates real-world KYC



Fig. 1. Null Card Representation as a Universal Card

workflows under academic constraints. The core components
include:

• Verification of Aadhaar, PAN, Voter ID, and Driving
License using mock or sandbox APIs.

• Recording verification statuses as immutable blockchain
transactions.

• Generation of persistent digital IDs with no centralized
storage of sensitive data.

• Modular microservice architecture featuring a smart con-
tract layer, Express.js backend, and a responsive Next.js
frontend.

• Role-based user authentication with secure private key
management.

• Implementation of privacy-by-design principles to align
with regulatory best practices.

Future Scope

The project is intentionally designed to support extensibility
and long-term adaptability. Potential enhancements include:

• Integration of additional document types: Support for
passports, utility bills, and academic certificates.

• Biometric verification: Incorporation of facial recogni-
tion or fingerprint-based identity validation to strengthen
user authentication.

• Advanced cryptographic techniques: Adoption of
stronger zero-knowledge systems (e.g., zk-SNARKs or
zk-STARKs) to improve scalability and efficiency.

• Cross-chain interoperability: Compatibility with multi-
ple blockchain platforms such as Polygon, Hyperledger,
or Solana.

• AI-driven fraud detection: Deployment of machine
learning models to detect forged or tampered documents
during the verification process.

• Regulatory integration: Direct API connectivity with
governmental systems for real-time document validation
and compliance reporting.

• Mobile application development: Release of a mobile
interface to broaden user accessibility and facilitate re-
mote verification.

Together, these objectives and scope considerations position
Null Card as a forward-looking solution capable of evolving

alongside digital identity and privacy standards in the Web3
era.

IV. PROJECT ORGANIZATION AND MANAGEMENT

Given the dynamic and exploratory nature of blockchain
and Web3 application development, the Agile software de-
velopment methodology, specifically the Scrum framework,
was selected to manage the Null Card project. Agile enables
flexibility, rapid iteration, continuous feedback, and adaptive
planning, making it well-suited for projects involving emerg-
ing technologies and evolving user requirements.

The project was divided into multiple time-boxed sprints,
each typically lasting two to three weeks. Every sprint fol-
lowed a structured cycle consisting of requirement gathering,
architectural design, smart contract and API development,
user interface implementation, system testing, and review.
This iterative process facilitated early detection of integration
issues, incremental delivery of core modules, and the incor-
poration of feedback from peers and faculty guides. Sprint
reviews and daily stand-up meetings were employed to ensure
transparency, accountability, and team coordination throughout
the project lifecycle.

Role Distribution

To optimize productivity and leverage the diverse skill sets
of team members, responsibilities were clearly defined and
allocated across four specialized roles:

• Blockchain Developer: Responsible for designing
and implementing Solidity smart contracts, managing
blockchain environments using Hardhat, and ensuring the
immutability and correctness of verification logic on the
Ethereum-compatible network.

• Security and Cryptography Engineer: Focused on
implementing privacy-preserving features using crypto-
graphic primitives such as zero-knowledge proofs, han-
dling secure key generation and management, and con-
ducting threat assessments and basic smart contract au-
dits.

• Full-Stack Developer: Developed the user-facing
Next.js-based frontend and the Express.js backend. Re-
sponsibilities included document upload workflows, in-
tegration with smart contracts via Web3/Ethers.js, and
ensuring a seamless user experience.

• DevOps and Deployment Specialist: Handled container-
ization of services using Docker, configured Kubernetes
for orchestration, and established CI/CD pipelines for au-
tomated builds and deployments across test environments.

Collaborative Activities and General Contributions

In addition to role-specific tasks, all team members con-
tributed to cross-functional activities including:



• Literature Survey and Research: Conducted reviews
of blockchain-based KYC systems and cryptographic
techniques to inform system design and justify technical
decisions.

• System Design and Architecture: Collaboratively de-
fined the modular architecture involving smart contracts,
backend APIs, and frontend components, including sys-
tem flowcharts and data models.

• Testing and Debugging: Participated in unit and in-
tegration testing using simulated user data and mock
verification APIs to validate system functionality and
robustness.

• Documentation and Presentation: Assisted in preparing
project reports, technical documents, and presentations
for academic evaluations such as the zeroth review, mid-
semester review, and final demonstration.

By adopting a structured yet flexible project management
methodology, the team was able to deliver a functional and
extensible prototype within academic deadlines, while also
incorporating best practices from professional software devel-
opment.

V. LITERATURE SURVEY

A. Blockchain for e-KYC

The increasing demand for secure, privacy-preserving dig-
ital identity systems has drawn substantial attention to the
application of blockchain in electronic Know Your Customer
(e-KYC) frameworks. Blockchain, as a decentralized and
immutable ledger, offers several advantages over traditional
centralized KYC infrastructures, particularly in terms of trans-
parency, tamper resistance, auditability, and the potential for
interoperability across institutions.

Several recent studies emphasize the use of smart contracts
to automate document validation, thereby minimizing manual
intervention and reducing turnaround time. AuthBridge, for in-
stance, proposed a blockchain-driven KYC mechanism where
encrypted user credentials are shared among authorized insti-
tutions through a permissioned network. Such systems allow
seamless reuse of previously validated data while maintaining
data provenance and regulatory compliance.

However, storing sensitive identity information directly on
public blockchains is widely discouraged due to privacy
and compliance concerns. Public ledgers, by design, expose
transaction metadata to all network participants, making them
unsuitable for handling confidential user data. To mitigate this,
researchers advocate hybrid storage models that utilize off-
chain decentralized storage systems such as the InterPlanetary
File System (IPFS) or cloud-based encrypted repositories. In
these designs, only cryptographic hashes or proof of verifica-
tion are recorded on-chain, while the actual data resides off-
chain, thereby ensuring both data integrity and confidentiality.

Moreover, permissioned or consortium blockchains are in-
creasingly favored in KYC contexts, as they offer fine-grained

access control and identity-aware consensus mechanisms suit-
able for regulated industries. These platforms support data
governance policies and auditing requirements while leverag-
ing blockchain’s core strengths.

Despite these advancements, current research gaps remain
in areas such as real-time integration with government verifica-
tion APIs, user-centric privacy controls (e.g., zero-knowledge
proofs), and cross-platform interoperability. These challenges
underscore the need for practical, scalable solutions—such
as the proposed Null Card system—that combine blockchain
immutability with modern cryptographic techniques and de-
centralized identity standards.

B. Smart Contracts and Zero-Knowledge Proofs

Smart contracts, which are self-executing pieces of code
deployed on the blockchain, play a pivotal role in automat-
ing core functions such as document verification, credential
issuance, access authorization, and identity validation. By en-
coding predefined rules into immutable on-chain logic, smart
contracts eliminate the need for manual oversight, reduce
operational latency, and ensure tamper-resistant enforcement
of verification protocols. This not only enhances the trustwor-
thiness of the system but also provides an auditable trail of
KYC interactions.

However, smart contracts alone do not inherently protect the
confidentiality of user data. To address this, zero-knowledge
proofs (ZKPs) have been introduced as a complementary
cryptographic technique. ZKPs enable a user (the prover) to
prove possession of valid credentials to a verifier without
disclosing the underlying information. This approach signif-
icantly advances privacy preservation by enabling selective
disclosure, a key requirement under data protection regulations
such as the General Data Protection Regulation (GDPR) and
India’s DPDP Act. When integrated with smart contracts,
ZKPs provide a verifiable yet privacy-preserving mechanism
for digital identity validation, making them well-suited for
modern KYC frameworks.

C. Self-Sovereign Identity and Decentralized Identifiers
(DIDs)

The paradigm of Self-Sovereign Identity (SSI) represents
a shift from centralized identity models toward decentralized
frameworks that return control of identity data to the individ-
ual. Within the SSI architecture, users own and manage their
identity attributes without relying on a central authority. This
autonomy not only enhances user trust but also aligns with the
principle of data minimization.

Decentralized Identifiers (DIDs), standardized by the W3C,
are a core component of SSI. DIDs are unique, persistent
identifiers that are not tied to any centralized registry but
are instead resolvable via blockchain or other decentralized
networks. They enable secure, verifiable interactions between
users and service providers and form the foundation for
interoperable digital identity systems. By integrating DIDs



with verifiable credentials and blockchain anchors, identity
ecosystems can facilitate cross-platform authentication without
compromising privacy or control.

D. Research Gaps

While existing blockchain-based e-KYC frameworks have
made substantial progress in enhancing data integrity, trans-
parency, and efficiency, several critical research and imple-
mentation gaps persist:

• User-Centric Privacy Mechanisms: Many implementa-
tions lack fine-grained privacy controls or fail to integrate
advanced cryptographic schemes such as non-interactive
ZKPs and homomorphic encryption, limiting user agency
over data sharing.

• Cross-Platform Interoperability: The absence of stan-
dardized protocols and identity schemas hampers seam-
less integration between institutions, blockchains, and
identity wallets.

• Real-World API Integration: Current systems often rely
on mock or static datasets and fall short in connecting
with real-time, government-issued identity verification
APIs.

• Modularity and Extensibility: Monolithic architectures
impede rapid upgrades, new feature inclusion, or regula-
tory adaptation.

• Scalability and Accessibility: Many frameworks do not
address mobile compatibility or fail to incorporate adap-
tive identity formats suitable for emerging markets.

The proposed Null Card platform is designed to bridge
these gaps by offering persistent digital identities through
blockchain-based anchors, a secure wallet-like interface for
credential management, and a modular architecture support-
ing microservices, containerization, and API extensibility.
Through the adoption of privacy-by-design principles and
emerging Web3 standards, Null Card contributes to the de-
velopment of scalable and privacy-compliant digital identity
systems that are ready for real-world deployment.

VI. PROJECT MANAGEMENT PLAN

The development of the Null Card platform adhered to a
structured academic schedule, divided into sequential and it-
erative phases aligned with institutional deliverables and Agile
Scrum practices. The project lifecycle was segmented into
multiple milestones, including the initial synopsis submission,
zeroth review, project planning with a Gantt chart, preparation
of the Software Requirements Specification (SRS), literature
survey, architectural design, mid-semester evaluation, phased
implementation, system integration and testing, documenta-
tion, and final evaluation.

Agile project management principles were employed to fos-
ter adaptability and ensure continuous progress. Weekly sprints
incorporated sprint planning, task estimation, implementation,
review, and retrospectives. This approach enabled the team

to incorporate feedback, mitigate evolving risks, and adapt to
academic deadlines without compromising deliverable quality.

Risk Management
Risks were systematically identified and categorized across

technical, managerial, resource, and compliance dimensions.
To address these risks, buffer periods were embedded into the
sprint schedule, and contingency strategies were formulated.
Key risk categories included:

• Technical Risks: Integration challenges with blockchain
platforms (e.g., Hardhat and Solidity environments), vul-
nerabilities in smart contracts due to logic flaws or reen-
trancy issues, and latency introduced by zero-knowledge
proof (ZKP) operations.

• Project Management Risks: Strict academic deadlines,
overlapping coursework, and team coordination complex-
ities were mitigated through clear role allocation, shared
calendars, and progress tracking via Git and Trello.

• Resource Risks: Limited access to production-grade
identity verification APIs required the use of mock end-
points and testnets. Hardware constraints were addressed
by containerizing services to run efficiently on low-spec
development machines.

• Regulatory and Ethical Risks: The platform’s handling
of simulated identity data mandated attention to ethical
considerations and privacy compliance. Although the
current version used mock data, provisions were made for
future alignment with India’s DPDP Act 2023 and global
privacy frameworks such as GDPR. Documentation of
access policies and consent mechanisms was maintained
to guide real-world deployment.

This structured, risk-aware project management method-
ology ensured that Null Card progressed smoothly through
development, testing, and demonstration while maintaining
alignment with academic and technical expectations.

VII. SOFTWARE REQUIREMENT SPECIFICATIONS

A. Purpose and Scope
The Software Requirements Specification (SRS) document

serves as a foundational blueprint for the design, implemen-
tation, and evaluation of the Null Card decentralized KYC
system. It defines the scope, functionality, constraints, and
performance expectations for the platform, offering a reference
for developers, stakeholders, and academic evaluators.

The primary objective of the system is to enable users
to perform identity verification once and reuse their verified
credentials across multiple institutions using a blockchain-
anchored persistent digital identity. By integrating smart con-
tracts and cryptographic mechanisms, the system ensures that
sensitive identity data remains under user control and is not
exposed to unauthorized parties.



B. System Overview

The system comprises a user-facing web interface (de-
veloped using Next.js), a backend API layer (Node.js with
Express.js), smart contracts (written in Solidity and deployed
on a local Ethereum testnet using Hardhat), and an optional
decentralized file storage layer (IPFS). Users upload identity
documents, which are processed and hashed for integrity
before being submitted for verification. Institutions can access
verification status via cryptographically signed API calls,
without gaining access to raw user data.

C. Functional Requirements

• User registration and login with secure key pair genera-
tion.

• Document upload for Aadhaar, PAN, voter ID, and driv-
ing license.

• Smart contract-based document hashing, submission, and
verification.

• Issuance of a persistent, verifiable digital ID.
• Role-based access control for institutions.
• Viewing and managing verification status.

D. Non-Functional Requirements

• Privacy and Security: All identity data is hashed or en-
crypted before storage. ZKP mechanisms enable selective
disclosure.

• Scalability: Modular microservices enable independent
scaling of identity management, verification, and frontend
systems.

• Interoperability: The platform is built to integrate with
future government APIs and third-party services via
RESTful endpoints.

• Maintainability: Docker and Kubernetes-based deploy-
ment ensures ease of maintenance, portability, and version
control.

• Usability: User interfaces are responsive, intuitive, and
accessible across devices.

This SRS guides the entire project lifecycle and ensures
alignment with the platform’s goals of security, decentraliza-
tion, and user empowerment.

E. Product Features

• Document verification for Aadhaar, PAN, voter ID, and
driving license using mock APIs.

• Persistent digital ID for reuse across platforms.
• Immutable transaction records on blockchain.
• Privacy-preserving authentication using cryptography and

ZKPs.
• Secure key management via wallet-like interface.

Fig. 2. System Architecture

• User-friendly dashboard for document upload and status
tracking.

• Institutional API access for verification.
• Scalable, containerized deployment.

VIII. SYSTEM ARCHITECTURE AND DESIGN

A. Architecture Overview

The architecture of the Null Card system is designed as
a modular, four-layer stack to ensure scalability, privacy, and
interoperability. Each layer performs specialized functions that
collectively support decentralized KYC verification:

• User Layer: Consists of a browser-based interface built
with Next.js and a wallet-like browser extension that
handles cryptographic key management and transaction
signing. It facilitates document upload, status monitoring,
and secure user authentication.

• Application Layer: Powered by an Express.js back-
end, this layer processes API requests, coordinates iden-
tity verification workflows, communicates with smart
contracts, and enforces business logic for institutional
queries.

• Blockchain Layer: Built on the Ethereum-compatible
Hardhat testnet, this layer hosts Solidity-based smart con-
tracts responsible for recording verification statuses and
anchoring cryptographic proofs. OpenZeppelin templates
were used to enforce secure contract design patterns.

• Data Layer: Incorporates mock API and sandbox
datasets to simulate identity verification. Optionally, In-
terPlanetary File System (IPFS) is used to store off-chain
metadata, ensuring privacy while maintaining document
integrity via on-chain hashes.



The system ensures that personally identifiable information
(PII) is never stored on-chain. Only verification hashes, digital
ID references, and metadata pointers are recorded, satisfying
the principle of data minimization and complying with privacy
regulations such as the DPDP Act and GDPR.

B. User Interface Design

The frontend features a responsive and accessible dashboard
that enables users to upload documents, track verification
status, and manage digital identity credentials. A companion
browser extension emulates a Web3 wallet, managing private
keys, and enabling one-click authentication for third-party
verification requests. UI components are styled using Tailwind
CSS and adhere to accessibility standards for usability across
devices.

C. Low-Level Design

The core workflows include:

• Document Submission and Hashing: Users upload
documents that are parsed using OCR (Tesseract), hashed,
and submitted for verification via smart contracts.

• Verification and Credential Anchoring: Admins vali-
date documents through mock APIs and update the user’s
status on-chain. A unique digital ID is generated and
anchored to verified metadata.

• Verification Querying: Authorized institutions can verify
a user’s status via secure RESTful APIs without accessing
original documents, using token-based authentication and
ZKP-backed disclosures.

Each module is encapsulated and interacts via well-defined
interfaces to support maintainability and potential upgrades.

IX. IMPLEMENTATION

A. Tools and Technologies

The system was built using the following technologies:

• Frontend: Next.js, React, Tailwind CSS
• Backend: Node.js, Express.js, Ethers.js
• Blockchain: Solidity, Hardhat, OpenZeppelin Contracts
• Storage: IPFS (off-chain metadata)
• DevOps: Docker, Kubernetes, Jenkins, GitHub Actions
• OCR: Tesseract.js for document content extraction

B. Workflow Summary

The user initiates interaction by connecting their crypto
wallet and uploading documents through the dashboard. The
backend verifies these documents using sandbox APIs and
updates smart contracts with the verification status. All docu-
ment metadata is securely stored off-chain (IPFS). Institutions

Fig. 3. Workflow Diagram

can query user status via APIs using the digital ID. Secure
interactions are ensured via cryptographic key signatures and
access tokens.

C. Module Overview

The following system modules were implemented and
tested:

• Wallet Connection Module: Enables Ethereum wallet
integration for user authentication and signature verifica-
tion.

• Smart Contract Layer: Manages document hashes and
verification statuses immutably on-chain.

• Validation Engine: Processes uploaded documents, inte-
grates OCR, and interfaces with mock verification APIs.

• IPFS Integration Module: Handles metadata encryption,
off-chain storage, and content-addressable referencing.

• Admin Panel: Allows KYC administrators to review
submissions and update verification statuses.

• Browser Extension: Provides secure private key man-
agement and one-click digital ID sharing.

• Institutional API Gateway: Facilitates identity verifica-
tion queries by service providers.

• Monitoring and Testing Framework: Integrates log-
ging, smart contract unit tests, and container health
checks.

X. RESULTS AND DISCUSSION

The Null Card prototype successfully demonstrates the
feasibility of decentralized, reusable KYC. The key outcome is
the realization of the “verify once, trusted forever” paradigm.
System-level testing confirmed that blockchain immutability
and cryptographic credential sharing improve trust, reduce user
friction, and decrease verification redundancy.

Quantitative performance evaluations showed:



Fig. 4. Webpage Dashboard

Fig. 5. Extension

• Sub-second average API response times for identity
queries on the local server.

• 5 second transaction finality for smart contract writes
on the Ethereum testnet (Hardhat environment).

• Zero critical vulnerabilities in smart contract logic,
verified using OpenZeppelin templates and manual audits.

The system’s modular architecture supports scalability and
future extensibility. Compared to centralized KYC workflows,
Null Card shows clear improvements in operational efficiency,
user privacy, and regulatory alignment.

XI. CONCLUSION AND FUTURE WORK

This research presents Null Card, a blockchain-powered
KYC platform that enables persistent digital identity through
verifiable credentials, smart contract automation, and decen-
tralized storage. The system successfully addresses core chal-
lenges in traditional KYC: inefficiency, centralization, and
privacy compromise.

The project demonstrates how modern cryptographic tech-
niques, decentralized protocols, and microservices can collec-

tively improve digital identity management. The current pro-
totype provides a solid foundation for real-world deployment
in fintech, e-governance, and Web3 ecosystems.

Future enhancements will include:
• Integration of biometric verification (e.g., facial recogni-

tion, fingerprint scanning).
• Expansion of supported document types (e.g., passport,

utility bills, academic credentials).
• Deployment on public blockchains such as Polygon or

Ethereum Mainnet for real-world interoperability.
• Adoption of advanced cryptographic primitives such as

zk-SNARKs for scalable, privacy-preserving proofs.
• Real-time integration with national APIs (e.g., UIDAI,

DigiLocker) for live document verification.
• Transitioning to a SaaS-based model for global financial

institutions.
These directions position Null Card as a forward-compatible

digital identity solution capable of driving compliance and
trust in decentralized digital ecosystems.
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